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Abstract: A method of privacy preservation based on pseudorandom permutation was put forward for the issues of loca-
tion privacy and query content privacy. Firstly, the distribution information of points of interest (Pol) based on the ver-
texes in the road network was organized, each single road vertex was taken as the foundational processing object. Based
on the pseudorandom permutation, a permutation scheme of the point-of-interest records at the LBS server's end was put
forward, a 32-bit random seed was adopted to generate a permuted table in the scheme, and the point-of-interest records
were encrypted and permuted according to the table. These processed records were stored in the LBS database. Then a
trusted intermediate server, replacing of the user, issued a query request with a record number instead of the query content
to the LBS server. The LBS server could not determine which kind of Pol the user was interested in or which road section
the user was locating on, and therefore the scheme achieved private information retrieval. Finally, the efficiency in the
metrics of query accuracy, communication overhead and processing time was also analyzed. By the performance analysis
and extensive experiments, the proposed scheme is proved to be location untraceable and query content uncorrelation.
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